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Today’s Objective

Learn how to build a typical
wireless sensor network application

e Get our hands dirty with “real” sensor network
implementations

e |Learn about their challenges and caveats

e This tutorial does not require prior experience in embedded
programming and thus is suitable for researchers from all
areas, e.g. people that have not yet had (extensive)
pIatform experience

e Have fun...
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BTnode Programming — An Introduction to BTnut Applications

e In-depth BTnode Tutorial

— Originating in lectures at ETH Zurich
— Set up in separate sessions
— Minimum prerequiteS required BTnode Programming

— An Introduction to BTnut Applications

— Available online

Jan Beutel, Philipp Blum, Matthias Dyer

e This tutorial uses exce I’ptS from R TR )
ETH Zurich
8092 Zurich, Switzerland

i F i rst St e p S {beutel,blum,dyer,moscr,ynecel } Gtik.ce.cthz.ch
- with contributions by

— Bluetooth Multihop
Mare Langheinrich, Jonas Wolf
Institute for Pervasive Computing
— Sensors
{langhein, wolfj} @inf.ethz.ch

— Debugging

The BTnode Project
January 22, 2007

o http://www.btnode.ethz.ch
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http://www.btnode.ethz.ch/
http://www.btnode.ethz.ch/

Material

e What you should have received
— BTnode tutorial manual
— Slide copies
— CDROM containing software tools and doc’s
— BTnode developer kit
BTnode rev3
USBprog board
2XAA rechargeable cells
ATAVRISP programmer
USB cable
Serial Cable
— A Teco Particles SSMALL sensor board

e Optional
— USB-UART transceiver + 2nd USB cable
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Your Requirements as Participants

e The hands-on experience requires you to

— Install the necessary tools on your laptop
e root/admin access

— Handle a build system (make)
— (program in C)

e We suggest you
— Work in groups of two

— Use a Windows laptop
e Non-windows see http://www.btnode.ethz.ch/Documentation/Installation

v Hands-on exercises are marked in red on the slides
— 1st demonstration of the exercise — 2" time for participants
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http://www.btnode.ethz.ch/Documentation/Installation

Outline

e Introduction
— Basic concepts of embedded wireless sensor network platforms
— Overview of the BTnode platform

e Hardware architecture
e BTnut system software

e Hands-on
— Installing/getting to know the development tools

— First steps in BTnode programming
e Plugging things together
e Basic communication, ISP programming
e The bt-ecmd application — simple Bluetooth networking

— My first BTnut multi-hop application
e Bluetooth networking basics
e Multihop networking
e Sensor interfaces, packets and payload
o Bluetooth Scatternet topology visualization
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Outline continued...

e Demonstration

— Debugging and profiling of sensor network applications
e Embedded debugging
e Profiling using and OS tracer
e Testbeds — The ETH Deployment-Support Network

e Hands-on

— Interfacing to handheld devices
e Bluetooth RFCOMM
e AT commands
e Sending an SMS message using AT commands

e Question and answer

e Time to explore BThodes...
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Basic concepts of embedded wireless sensor network platforms

e "Mote class” devices
— Microcontroller + low-power radio
— Battery powered

— Many custom applications
— Large design space, many variants

— Most prominent examples: Mica2, Mica2Dot, Tmote Sky

e Hardware is packaged with
— System software and apps (e.g. TinyOS, BTnut, Contiki, Mantis, ...)
— Basestations, network access
— Server-side solutions (backends)
— Tools (e.g. simulators, ...)
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The BTnode Platform

I Bluetooth ATmega128L Generic

Module Microcontroller Interfaces

Communication Computation IO/Peripherals

Prototype 2"d Generation 34 Generation
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The BTnode rev3 — Architecture Details

GPIO Analog Serial IO

\

ATmegal128L -
Microcontroller

+ System core Y
— Atmel ATmegal28 L rrme——
— 256 kB SRAM N Radio |
— Generic I10/peripherals .
— Switchable power supplies | "oon”

— Extension connectors .

\. Power Supply

e Dual radio system

— 2.4 GHz Zeevo ZV4002

e |Low-power radio

— 433-915 MHz ISM
Chipcon CC1000

e On-board antennas
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The BTnode rev3 — Atmel AVR Microcontroller Architecture

e ATmegal28|

— 8-bit AVR RISC @ 7.3 MHz
— 64k address space

— Integrated peripherals

— Configurable using fuse bits

Low-power
Radio

GPIO Analog Serial IO

Bluetooth
System

A

\

ATmegal128L
Microcontroller

—
-

p
L

SRAM

<—| FD’s

e Programs resident in flash memory

— Makx. size 128 Kbyte
— One program at a time only

e System core — bus systems
— UARTO: Bluetooth

— UART1: Ext. terminal, programming

— SPI: Low-power radio, sensors
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The BTnode rev3 — In-situ Power Profiling Function

N
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The BTnut System Software

o Versatile and flexible fast-prototyping Ehim=
— Lightweight operating system support in plain C Jpinie
— Standard GNU tools, avr-libc A Y
— Simple demo applications and tutorial %[9 0

e Built on top of multi-threaded Nut/OS framework
— Oriented towards networking applications
— Non-preemptive, cooperative multi-threading

— Events, timers Thread1 | Thread2 | Thread 3 Thread |
— Priorities for threads Bltgc;c;th Terminal

— Dynamic heap allocation

— POSIX style device drivers Ethernut OS core Thread

— OS tracer (psec resolution) [Rrc_J[UART ] [ 12 _][[GPIO ] [Analog] | Schedule
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BTnut — What's the Difference to TinyOS?

e TinyOS is the de-facto standard for WSN software

e BTnut is plain vanilla C using the GNU toolchain, avr-libc
— Less dependencies, no need for extra tools
— No need to learn new languages/abstractions (nesC)

e BTnut offers support for concurrency through threads
— Intuitive to program

— No need to express all system functions using state-machines

e BTnut offers a clear and simple structure

— Suitable for a quick jump-start and fast learning curve
— Many features and tools target fast-prototyping
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BTnut Software & Embedded Development

BTnodes are not targeted at ultra low-power...
... but target versatile and flexible fast-prototyping.

e Multi-threaded OS frame in C

— Standard open-source tools

— Lightweight software distribution
(12.3 MB binary, 32.5 MB source)

e Rapid prototyping
— HW emulation on Linux PC

e Demo applications and tutorial
— Different labs for graduate lectures
— (Multi-)day tutorials
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The BTnode Platform — Beyond Hard- and Software...

e Hardware and system software don't yet make a platform...

e Documentation resources

— Hardware: Datasheets, schematics, parts,
design specifications

— Software: API, libraries, compilers, demo apps
— Many documented projects and applications

.

e The BTnode community
— Development hosted on sourceforge.net (version control, tracker)
— Wiki based web pages CruiseControlat ik 2x.cecth.ch 12307752 31 |
— Mailing list ’ e
— Continuous integration using CruiseControl
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http://tik42x.ee.ethz.ch:8080/
http://www.btnode.ethz.ch/

BTnode Platform Success

o Industrial technology transfer
— Commercialization with ETH spin-off “Art of Technology” f
— Commercial replicas resulting from open source policy  smode devkite 500 -

e BTnhodes in education
— Different labs and demos v =
— Graduate lab in embedded systems (120 participants)
— 50+ successful completed student projects EEEEEs Foe

e BTnhodes in research domains =
— 35+ wearable and ubiquitous computing applications and demos
— Wireless (sensor) network research
— 50+ scientific publications based on or related to BTnodes
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Outline

e Introduction
— Basic concepts of embedded wireless sensor network platforms
— Overview of the BTnode platform

e Hardware architecture
e BTnut system software

e Hands-on
— Installing/getting to know the development tools

— First steps in BTnode Programming
e Plugging things together
e Basic communication, ISP programming
e The bt-ecmd application — simple Bluetooth networking

— My first BTnut multi-hop application
e Bluetooth networking basics
e Multihop networking
e Sensor interfaces, packets and payload
e Bluetooth Scatternet topology visualization
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Hands-on: Installation of the Development Tools

e Development tools
— AVR toolchain with avr-gcc, make, avrdude, ...
— Terminal application (Hyperterm, Minicom, ZOC, ...)

s AVR toolchain installation
— Open the directory inss2007 on the BTnode CDROM
— Install WinAVR-20060125-install.exe into C: \WinAVR

— Alternate instruction http://www.btnode.ethz.ch/Documentation/WinInstall

& Terminal application installation
— Install zoc507_win _english.exe

& Testing the installation
— Open a cmd shell and execute avr-gecc --version
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http://www.btnode.ethz.ch/Documentation/WinInstall

Hands-on: Installation of the BTnut Software

e BTnut software
— Precompiled libraries
— Demo examples
— Documentation

v Installation

— Unpack btnut snap btnode3 binary 1.8.tar.gz
into C:\btnut snap

e Directory structure @ow

= -} My Computer
E = Windows (C:)

= O EE® __—Demo applications

# ) app
) doc «=———=—=Documentation
I extras
() include : H :
=g } ~— Precompiled libraries/API
[ nut
% Fetinst Clamsoieean S NF]
Center In Research T
e ot by e O L T T 20




Hands-on: Browsing the BTnut API Documentation

e BTnut API documentation

— Available in
doc/html/index.html

— Inline docs generated
from source code
using doxygen

— Also available online T
http://www.bthode.ethz.ch/static docs/doxygen/btnut

& Optional: Browsing the BTnut API — LED driver docs (Ex 2.4)
— Find btnode/include/led/btn-led.h

— Read and understand the documentation for
btn led init() and btn led add pattern()
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http://www.btnode.ethz.ch/static_docs/doxygen/btnut
http://www.btnode.ethz.ch/static_docs/doxygen/btnut
http://www.btnode.ethz.ch/static_docs/doxygen/btnut

Outline

e Introduction
— Basic concepts of embedded wireless sensor network platforms
— Overview of the BTnode platform

e Hardware architecture
e BTnut system software

e Hands-on
— Installing/getting to know the development tools

— First steps in BTnode Programming
e Plugging things together
e Basic communication, ISP programming
e The bt-ecmd application — simple Bluetooth networking

— My first BTnut multi-hop application
e Bluetooth networking basics
e Multihop networking
e Sensor interfaces, packets and payload
e Bluetooth Scatternet topology visualization
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Plugging Things Together — The BThode Development Setup

Developer Workstation>
o

USB Terminal

“Console”
attached to comMmx

In-System
Programmer
attached to coMy

BTnode
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Hands-on: Plugging Things Together — The BTnode Terminal

o USBprog adapter board
— CP2101 USB-UART transceiver
— Power via USB
— Breakout connectors for prototyping
— Sensor interface connector

w BTnode terminal connection
— USB cable
— USBprog adapter board
— BTnode

— Watch out for the correct orientation! |




Hands-on: BThode Terminal — Basic Device Communication

s’ ZOC/Pro 5.07 [.deCDROM\ewsn2007\BTnode _C

=lolx|

P AN File Edit View Logging Transfer Script Options Help

& BTnode terminal configuration

{bt-cmd@(
!l tpt-cmagc AtoMacros | Butons/FKeys | Forts | Window/Coors |

— Find the right coMx port =l

(b cndifd Serial/Modem ComPot:  [cOME
[bc-cmdé Named Pipe : -
® - {bt-cmd@( Rlogin AT Commands |Standard.zat | Edt... |
ar is cp uart.vbs (be-cra@l | [Secue Shel

[bt-cmd@C

-_— Ebz-cmgc Windows Modems I~ RTS/CTS handshake
fo e ol I~ SetRTS stateto "off"
§cecccdd I” DSRhandshake
¥ Welcome I Set DSR state to "off"
i I Release device f ™' Xon/Xoff handshake
# $Id: by Z0C is minimized T 1 vaid CD signal

Ll = - # running 7E1
e 7 No statisics after 861 2| ook Sonal [o50 = [me
= drt a terminal application e 6

Bluetoot!

HCI versi

(e.g. minicom or ZOC) using I
57600, 8N1l, no handshake R

[o576008N1 N TTY  [Znodem @ @@ @ I 20C0701L0G 000000 |8B25 161613
<

-~

— Shortcut: Start BTnode COM4. zoc e

{bt-cmd@00:4
{bt-cmd@00:
{bt-cmd@00:
{bt-cmd@00:
#
# Welcome to BTnut (c) 2006 ETH Zurich

# bt-cmd program version: 20070123-1512

# $Id: bt-cmd.c,v 1.48 2006/12/15 12:24:13 yuecelm Exp §

& BTnhode terminal operation

lbooting Bluetooth module...
Bluetooth MAC address: 0004:3£00:0042
[HCI version: 2 00C9 2 0012 003D

— Press the reset button on the BTnode T e

hit tab twice for a list of commands
{bt-cmd@00:42]$

and observe the terminal e

H-28 a3 D-EBE-|iliki:0R|itER =
to connect to coM4 =%
(edit for other coMx ports) =
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Hands-on: Plugging Things Together — The ISP Programmer

e AVR programming
— Programs are resident in flash memory (ATmegal28| = 128 Kbyte)

— Different AVR programming variants
e Serial using a hardware programmer
e JTAG
e Bootloader
o (Parallel)

w ATAVRISP programmer connection

— Connect to J2 on USBprog
and a serial port on the PC

— No serial port available? Use the USB-UART transceiver

& Testing the ISP programming tool installation (Ex 2.10)
— Open a cmd shell and execute avrdude -h
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Hands-on: BTnode Programming — ISP Programming

& Testing the ISP communication (Ex 2. 12)

— Find the right coMy port
e Start 1ist cp210luart.vbs

— Open cmd shell and execute v
avrdude -pml28 -cavrispv2 -P//. /COMy~‘

The //./COMy syntax allows to map
COM ports > 9 on Windows

~

& Programming a pre-compiled application (Ex 2.13)
— Open a cmd shell in inss2007 on the BTnode CDROM

— Erase the flash memory:

e Execute
avrdude -pml28 -cavrispv2 -P//./COMy -e

— Program bt-cmd into flash

e Execute
avrdude -pml28 -cavrispv2 -P//./COMy -D -V -s -U
flash:w:bt-cmd.btnode3.hex:1i
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Hands-on: Building and Uploading BTnut Applications

e The BTnut build process

Automated with GNU make
e Toplevel Makefile in btnut snap/app
e Global Makerules and Makedefs in btnut snap

e Can be overridden using environment variables

& Building the bt-ecmd application (Ex 2.16)

Open cmd shell in btnut snap/app/bt-cmd

Execute
make btnode3

Define the serial port for programming (default is /dev/ttySO0)
set BURNPORT=//./COMy

Execute
make btnode3 upload
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Hands-on: bt-cmd — Simple Bluetooth Networking

e Simple terminal commands

e bt — Bluetooth radio commands
led — toggle LED patterns
bat — get the battery status
nut — show OS system information
log — BTnut logging features

— More information on commands by pressing 2x tab

& Try out these terminal commands with bt-emd
— led on 3
— nut threads

— bt inquiry sync
— bt rname XX:XX:XX:XX:XX:XX
— Try to connect to other Bluetooth devices

NCCR MICS qm
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Hands-on: bt-cmd — A Look Under the Hood

& Open app/bt-cmd/bt-cmd. c in an editor

% /* \example bt-cmd/bt-cmd.c */
% #include <hardware/btn-hardware.h>
g int main (void) {
btn_hardware_init();
// hello world!
printf ("\n§ -----—---—-—— - ")
printf ("\n# Welcome to BTnut (c) 2006 ETH Zurich\n");

printf ("\nbooting Bluetooth module...\n");

// bluetooth module on (takes a while)
btn_hardware bt on();

// terminal init

sprintf (prompt, "[bt-cmd@"SADDR FMT"]$ ", SADDR (addr));
btn_terminal init(stdout, prompt) ;

bt_cmds_init(stack) ;

bt_cmds register_ cmds() ;

btn_cmds_register_cmds() ;

// terminal mode
btn_terminal run (BTN_TERMINAL NOFORK, 0);

return O;
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Outline

e Introduction
— Basic concepts of embedded wireless sensor network platforms
— Overview of the BTnode platform

e Hardware architecture
e BTnut system software

e Hands-on
— Installing/getting to know the development tools

— First steps in BTnode Programming
e Plugging things together
e Basic communication, ISP programming
e The bt-ecmd application — simple Bluetooth networking

— My first BTnut multi-hop application
e Bluetooth networking basics
e Multihop networking
e Sensor interfaces, packets and payload
e Bluetooth Scatternet topology visualization
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My First BTnut Application — Overview

Now that you have an overview of BThodes,
the BTnut software and required tools
we want to build an application

e Typical wireless sensor network application
— Sampling on different sensors in a regular interval
— Multi-hop networking
— Debugging output
— Data collection and visualization

e Hands-on exercises using an application template

NCCR MICS qm o
National Competence .
c eeeee |" R eeeeee h IIIIIIIIIIIIIII -
» : SCHWEIZERISCHER: MATIONA LFONHDS -
Mobile In formation and FON DD NADONALL SVIZZERO 3 2 .
Communication Systems  Saiss MATIONAL 50 EMCE FOUNDATION g
R4 I



Bluetooth Networking — Introduction

e Bluetooth in a nutshell GB Bluetooth”
— Low-power, low-range personal communication Tsiate Connerin T Ty
— Frequency hopping spread spectrum
— 2.4 GHz ISM band
— 79 channels J TV
— 1 Mbit/sec data rate o e
— 10-100 m range s
) ., - & & O | i
— Connection-oriented
SLAVE S -

e Many high-level features built in
— Encryption, authentication
— Error correction
— Flow control

e Available on many consumer devices

NCCR MICS qm »
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Bluetooth Networking — Pico and Scatternets

e Communication organized in Piconets O ®
— Master-slave configurations @ o
— Up to 7 active slaves
— 255 inactive (parked) slaves O
O
e Piconets can be combined in Scatternets o © o
O
e Four states e Useful operations
IDLE @ — inquiry()— find other nodes
MASTER O — connect() — open connection
SLAVE @ — roleSwitch() — change MS relation
MASTERSLAVE @ — sendData()— data transport e

o Detailed capabilities/features vary across Bluetooth devices
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Bluetooth Networking — Simple Scatternet Tree Construction

e A simple and effective approach T

e Link layer connectivity i
— Random search and connect ’

loop { Y
while (my slaves < max degree) do \
found nodes = inquiry();
forall nodes in found nodes do
connect () ;

} [Beutel2005/2006, Dyer2007]

}

e Distributed coordination
— Inquiry() and connect() operations can exhibit long delays
— No a priori guarantee for success
— Serialization of parallel processes
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Bluetooth Networking — Host Controller Interface

e Standardized asynchronous, buffered packet interface
— providing access to lower levels of the protocol stack

HCI COMMAND
HCI EVENT

OGF | OCF | PARAMETERS

max. 64 Kbytes
DATA

Host processor

l Physical interface

Host Controller Interface I

Link Manager

Bluetooth module

Baseband
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My First BTnut Application — The Bluetooth Protocol Stack

Application

TCI?/IP AT
PPP Commands

—<X M @ O

RFCOMM TCS SDP
I I I
L2CAP

HCI

Link Manager Protocol Audio

Baseband

Bluetooth Radio
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My First BTnut Application — The BTnut Protocol Stack

Application

Services with

a PSM_ID
Protocol

Connection . Code- j
RFCOMM Manager Multi-Hop RPC Distribution Semce

, , , , , Multiplexer
L2CAP L2CAP connectionless
HCI
Link Manager Protocol Audio
Baseband
Bluetooth Radio
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My First BTnut Application — The Host Controller Interface Layer

connection |\, i op || RPC
Manager

[ [ [
L2CAP connectionless
HCI - btstack

\
Manages

connections to
other Bluetooth
\_ devices Y,
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My First BTnut Application — Application Template Overview

Vanager | [Muli-Hop|| RPC . int main(void) {
1 1 1 :
| L2CAP connectionless | }
I :
| HCI - btstack |
Connection :
s At Multl_Hop RPC
Sensor-node.c ............. Manager

L2CAP connectionless
[

HCI - btstack

NCCR MICS
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Hands-on: Application Template Overview

Connection . grrenieneneneaneneneener i
Manager ! int main (VOld) {
1 1 1 :
| L2CAP connectionless | }
I s
| HCI - btstack |

& A template sensor-node. c has been

prepared for you

................................................... — Copy the folder inss2007/mhop-example
into the folder app

— It contains sensor-node.c, defs.h,
Makefile and solutions

— Open app/mhop-example/sensor-node.c
in an editor

NCCR MICS
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My First BTnut Application — BTnode Hardware Initialization

C&r;r:;(;t(i;n ST — 1ntmaln(vo1d){ .............................................................................................................................................................................................
I L2CAPIconnectilonIess | // hardware init
Hq_hg%k | § btn hardware init();

btn led init(1);
// init terminal app uart
u_long baud = 57600; // serial baud rate
NutRegisterDevice (&APP UART, 0, 0);

: freopen (APP_UART.dev_name, "r+", stdout);

A | _ioctl( fileno(stdout), UART SETSPEED, sbaud);
. sensor-node.c btn_terminal init(stdout, "[senso]$");

§ // hello message :

printf("\n# ------- - - - - - - - - - - - - - - - - "~ -\ -~ -\ -\ "~"—""—"—"""-"—— "y ;o

§ printf ("\n# Welcome to INSS 2007 (c) ETH Zurich\n"); :

% printf ("# program version: %$s\n", PROGRAM VERSION) ; :

printf ("# ---------------—- i

% printf ("\nbooting bluetooth module.\n");

§ btn hardware bt on() ;

)

gggbﬁﬁﬁﬁﬁﬁxw mmﬁgEQM;; ......................................................................................................................................................................
ot ooy e T o T 42 —




My First BTnut Application — BT Stack HCI Initialization

Connection .
S Multi-Hop|| RPC

1 1 1
| L2CAP connectionless |

<j HCI - btstack j»

Sensor-node.c .......................

int main (void) {

struct btstack* bt_stack;
bt stack = bt hci init (&BT_UART) ;

bt acl init (bt _stack, BT HCI PACKET TYPE DM3);

NCCR MICS
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My First BTnut Application — BT Stack L2CAP Initialization

. int main (void) {

Connection
Manager

| HCI - btstack | struct btstack* bt stack;
bt stack = bt hci init (&BT_UART) ;

bt acl init (bt _stack, BT HCI PACKET TYPE DM3);

bt psm t* psmux;

psmux = bt psm init(bt_stack, MAX NR SERVICES,
presnressarssssrosss e e reastsr NR_BUFFERS) ;

sensor-node.c oo g l2cap cl _init(bt stack, psmux);
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My First BTnut Application — Connection Manager Initialization

Connection A . 2 .

| L2CAP connectionless |
I s
| HCI - btstack |
. sensor-node.c i §

)
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struct btstack* bt_stack;
bt stack = bt hci init (&BT_UART) ;

bt acl init (bt _stack, BT HCI PACKET TYPE DM3);

bt psm t* psmux;
psmux = bt psm init(bt_stack, MAX NR SERVICES,

NR_BUFFERS) ;
12cap cl init (bt stack, psmux); PSM_ID fOI‘
- = - con_mgr service

con _mgr init (bt stack, psmux, CM _PSM,
bt hci register con table cb, CM COD) ;

This initializes
a simple tree
connection
manager

- 4




My First BTnhut Application — Multi-hop Transport Initialization

connection fyy11i-Hop[) RPC

Manager

L2CAP connectionless

HCI - btstack

........................

&

NCCR MICS
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gint main (void) {

struct btstack* bt_stack;
bt stack = bt hci init (&BT_UART) ;

bt acl init (bt _stack, BT HCI PACKET TYPE DM3);

bt psm t* psmux;

psmux = bt psm init(bt_stack, MAX NR SERVICES,
NR BUFFERS) ;

l2cap cl init(bt_stack, psmux);

con _mgr init (bt stack, psmux, CM _PSM,
bt hci register con table cb, CM COD);

mhop cl init(bt stack, psmux, MHOP PSM,NR BUFFERS,
con_mgr register con table cb);

46




My First BTnut Application — Remote Procedure Call Initialization

Connection n ‘ """ e _ _ -----------------------------------------------------------------------------------------------------------------------------------------------------------
Manager MuItl-Ho - int main(void) {

L2CAP connectionless | : .
o bretack | struct btstack* bt stack;
| bt _stack = bt hci_init(&BT UART) ;
bt _acl init(bt_stack, BT HCI_PACKET TYPE DM3) ;
bt psm t* psmux;
: psmux = bt psm init(bt_stack, MAX NR SERVICES,
. A | NR BUFFERS) ;
sensor-node.c """"""""""" 12cap cl_init (bt stack, psmux);
con _mgr init (bt stack, psmux, CM _PSM,
bt hci register con table cb, CM COD) ;
mhop cl init(bt_stack, psmux, MHOP_ PSM,NR BUFFERS,
con_mgr_register con_table cb);
rpc_init(psmux, 8, RPC_PROC PSM, RPC RESULT PSM) ;
-}
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Hands-on: Visual Control — Debugging with LEDs

& First steps with sensor-node.c

—Understand the basic structure of the source code files
—Compile, upload and inspect the state on the LEDs

State LED Pattern LEDs
Initialization Heartbeat

No connection 4Bit-ID+Heartbeat @

Inquiry Knight-Rider

Connected 4Bit-Tree-ID

Connectivity with | Green LED
base station
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My First BTnut Application — Network Topology Visualization

£ gensor-mhop - BTnode Multi-hop Tutorial

=10l x|

& Check the graph to see
your BTnode pop up

00:6d

y @

# of Sensornodes: 3
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Hands-on: Sampling a Single Sensor
w Attach the sensor board to the USBprog

w Extend sensor-node.c with a sensor
— Sample one sensor (microphone) every 5 seconds
— Print the value on the terminal

- #include <teco_ssmall/micsampler.h>
. #include <dev/adc.h>

. THREAD (sensorLoop, arg) { // sensor thread

§ ADCInit () ;

% mic _init();

§ for (;;){

: NutSleep (5000) ;

% printf ("mic value = %u\n", mic_read());

}

)
?fﬁ;;i;?;igﬁ}é ......................... § é ................... BEH:HQE&%&E&:ES:;S&ééiIY} ...... P
: btn_terminal run() ?? NutThreadCreate ("T senso", sensorLoop, 0, 256)

Moblenformetianand | Simmmtiniie 50




Hands-on: Sampling Multiple Sensors

! #include <dev/twif.h>

1- Sample a” 3 SENSOors. #include <teco_ssmall/ts12550.h>

. #include <teco ssmall/tc74.h>
e Microphone
. . THREAD (sensorLoop, arg) {
® nght TwInit(20); // init twi with slave addr

e Temperature

while(tsl _init()) NutSleep(10000); // start light sensor
2. Store the sensor . apctaicn

values in a predefined = mic_init; // init mic

data_StrUCtu re sensor_data_t sensor_data; // see defs.h

sensor_data_t* data = &sensor_data;

3. Pl‘lnt the Sampled data u_char chan;elo, channell;
: signed int temp;
on the terminal oo
: NutSleep (5000) ;
data->mic = mic_read(); // sample mic
tsl read(&channel0O, &channell); // sample light

6 COpy the COde On the dat;—>light = tsl_calculate_lux(channel0O, channell);
I‘Ight |nt0 the template tc_read(&temp) ; // read temperature

data->temp = temp;

printf("mic = %u, light = %d, temp = %u\n",
data->mic,
data->light,
data->temp) ;

NCCR MICS .m : }
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Hands-on: Multi-hop Data Transport

w Send the data-structure with the sensor values in a multi-
hop packet to a base-station

........................................................................................................................................................................................................................................................

// send packet
mhop cl send pkt((u_char*)data,

§D1THREAD() § ............... é sizeof (sensor _data t),
gaﬁerprintf() : § sink addr,
5 SENSO_PSM,

MHOP CL UNICAST, MHOP CL_TTL INFINITE) ;
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My First BTnut Application — Sensor Data Visualization

i gensor-mhop - BTnode Multi-hop Tutorial =101 x|

Sensor Values:
OO

00:e5 Mmoo
T T IITITTT
T T
MMM T T
MMM I

00:42 OO
OO T T

# of Sensornodes: 3
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My First BTnut Application — The Base-Station

Data-callback prints sensor values on terminal:

. bt_acl pkt buf* sensor data cb(bt acl pkt buf* pkt buf,

| u_char* data, u_short data len,
u_short service nr, void* cb_arg) {

u_char* source = mhop cl get source addr (pkt buf->pkt);

sensor_data_t* sensor data = (sensor_data t*) data;

printf (":S "SADDR FMT" %u %d %u\n", SADDR(source),
sensor _data->mic,

sensor_data->light,

sensor data->temp) ;

return pkt buf;

NCCR MICS .m
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Congratulations!
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Outline continued...

e Demonstration

— Debugging and profiling of sensor network applications
e Embedded debugging
e Profiling using and OS tracer
e Testbeds — The ETH Deployment-Support Network

e Hands-on

— Interfacing to handheld devices
e Bluetooth RFCOMM
e AT commands
e Sending an SMS message using AT commands

e Question and answer

e Time to explore BThodes...
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Beyond the Blinking LED — Embedded Debugging

e LEDs are nice but they
— Offer a limited view inside only (e.g. Mica2Dot with one LED only)
— Lack context/timing information (order of events?)
— Consume lot’s of power

e Other debugging techniques
— Instruction-code simulators (with debugging capabilities)
— In-circuit emulators (ICE)
— Breakpoints with JTAG

— PRINTF () statements
— Levels of verbosity, memory consumption, timing

— Operating system monitors
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Beyond the Blinking LED — The BTnut OS Tracer

e The tracer tool is an extension to the BTnut software

— Storage of information about important OS events
e Thread switches, interrupts
e Type of event, system time, additional information
— Retrieval of information for offline analysis at a later time
— Runtime configurable
— Must be enabled at compile time using ~-DNUTTRACER

[btnode] $Strace oneshot TRACE mode ONESHOT, restarted
[btnode] $trace TRACE STATUS main
Mode is ONESHOT
Size is 500
contains 77 elements
[btnode] $Strace print 10 _ Int—UARTO_TXEMPTY
TRACE contains 500 items, printing 10 items. e
TAG PC/Info Time[s:ms:us] ntUARTO_RXCOMPL
Thread Yield idle 13:524:336 t-TIMERO_OVERFL
Thread Sleep LED 13:524:604 LED :
Thread Yield idle 13:581:857 —
Thread Sleep LED 13:582:125
Thread Yield idle 13:639:392
Thread Sleep LED 13:639:659 ) ‘ ‘ ‘ ) ‘
Thread Yield idle 13:696:909 0 2000 4000 m%;ﬂﬁﬁo 10000 12000 14000
NCCR MICS
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The Deployment-Support Network

. S N
vﬁ S

e Deployment-Support Network
— Temporary, minimal invasive
— Virtual connections to nodes
— Reliable, wireless, scalable

Developer
Workstation

L ]
...
L ]
..............
0000000
...
.
L ]

[Beutel2005/2006, Dyer2007] Tt et et ’
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Deployment-Support Network — Architecture

DSN - Server
s —
~ & C(; ?rr;aadnd . DSN - Node

) S = - =
ﬁ -_“:'_: Parser IE ” =

c -
o XMLRPC 3 // V’
DSN - Layer g g /E\ % /5}5
AVARRVAN

GUl AT GUI

GUIs & Analysis Tools

Target - Layer

Target - Node
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Deployment-Support Network — Application

e Characterization and validation of Smoke Detectors
— Project in cooperation with Siemens Building Technologies

Test Setup Devel%pment Field Testing
2 1
N B Analysis

. ® |

) o o 2 | A | " S ‘main

. B lasasl
- N} =0 L& LED
& I B LT Int-UARTO_TXEMPTY

\
L
vcunwomxcoet
| \

sssssss
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Deployment-Support Network — Analysis

= DSNAnalyzer,
File Help
Analyze Test |
Test Information
Data File: 20060829165205_test.out
Channel: 20 Power: 21 HRerations: 5000 Antenna: 0 Preamble Length: 8 Transmit Period: 500 Radio Set: 1 Threshold: -1
Network Analysis Link Analysis
Source: Source: (80640418 | v | <> Target: [BUG40414 Distance: 36.54 m
Packet Reception Chart Link Quality Chart RSSI Histogram
Received Packets
0 1000 2000 3000 4000 S000
80640413 = =
m . c
- T
= 5
80440124 wm £
& - £
o 806403ec :
o
=
]
|~ 80840400
o 1000 00O 000 4000 415 .10 05 100 -85
20640414 Frame RSS! [dBm]
0640407 -m RSSI Faulty Frames -e- RSS| Correct Frames -m RSSI Faulty Frames -e RSS| Correct Frames
-4~ RSSI MNoise -4 RSSI Moise
m Correct Received Packets
m Faully Received Packets 1 Missed Packets
Bit Errors / RSSI
125 s
s
RSSI Chart n
100 'y
RSSIRange [dBm] u
125 -100 75 50 S 75 a"
— I
80640413 — =
@ s0
—
80440124 -
25
—
» B06403ec -
o
= ]
] L] 130 -o0 -80
- 80840400 —
—
80640414 —
—
80640407 [
m RSSI Range of correct received frames
m RS5| Range of faulty received frames = RSSI Range of noise

"V7 Start
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Outline continued...

e Demonstration

— Debugging and profiling of sensor network applications
e Embedded debugging
e Profiling using and OS tracer
e Testbeds — The ETH Deployment-Support Network

e Hands-on

— Interfacing to handheld devices
e Bluetooth RFCOMM
e AT commands
e Sending an SMS message using AT commands

e Question and answer

e Time to explore BThodes...
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Interfacing to Handheld Devices — Overview

After creating a wireless sensor network we want to
connect to a cellular phone as gateway.

e Interfacing a sensor network to a mobile gateway
— Internet connectivity
— Alerting in case of events/failures
— Independence of infrastructure

e Hands-on exercises using an application template
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Interfacing to Handheld Devices — The Bluetooth Protocol Stack

Application

TCI?/IP AT
PPP Commands

—<X M @ O

RFCOMM TCS SDP
I I I
L2CAP

HCI

Link Manager Protocol Audio

Baseband

Bluetooth Radio
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Interfacing to Handheld Devices — The Bluetooth Protocol Stack

Application
Modem .
AT Serial Port
{ Command Set Commands Emulation
Protocol
RFCOMM Service
, Multiplexer
L2CAP
HCI
Link Manager Protocol Audio
Baseband
Bluetooth Radio
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Interfacing to Handheld Devices — The Bluetooth Protocol Stack

AT
Commands

RFCOMM
I

L2CAP

HCI

HCI - btstack
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Interfacing to Handheld Devices — Template Overview

AT H . .
Commands int main (VOld) {
|
RFCOMM | }
1 :
L2CAP |
HCI - btstack I

AT
Commands

- send: RFCOMM
[

L2CAP

HCI

HCI - btstack
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Hands-on: Application Template Overview

AT H . .
Commands int main (VOld) {
|
RFCOMM | }
1 :
L2CAP |
HCI - btstack I

& A template send-sms. c has been

prepared for you

— Copy the folder inss2007/send-sms into the
folder app

— It contains send-sms . c, Makefile and
solutions

— Open app/send-sms/send-sms.c in an
editor
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Interfacing to Handheld Devices — Hardware Initialization

AT

Commands lnt maln (VOld) {
[ : // hardware init
RFCOMM | ;
o | btn hardware init();
HCI - btstack | btn led lnlt(l) ’

// init terminal app uart

u_long baud = 57600; // serial baud rate

NutRegisterDevice (&APP UART, 0, 0);

: freopen (APP_UART.dev_name, "r+", stdout);

.......................................... _ioctl(_fileno(stdout), UART SETSPEED, &baud);
'SemjsmSC """""""""""" % btn terminal init (stdout, "[senso]S$") ;
// hello message :
printf ("\n# ------------""--- "y ;o
printf ("\n# Welcome to BTnut(c) 2007 ETH Zurich\n"); |
printf ("# send-sms version: %s\n", PROGRAM VERSION) ;
printf ("# configured for gateway BT MAC: ");
printf("%$.2x:%.2x:%.2x:%.2x:%.2x:%.2x\n", Btaddr ...);
printf ("# channel %x\n", channel); :
printf ("# sending SMS to phone number %.15s\n", number);é
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Interfacing to Handheld Devices — BT Stack HCI Initialization

Com?nTands int main (VOld) {

[ RFCOMM |
1

L2CAP S
éff HCI - btstack §>5 // bluetooth module on (takes a while)

btn hardware bt on();

// Start the stack and let the initialization begin
stack = bt hci init (&BT_UART) ;
bt hci write local cod(stack, BT HCI_SYNC, 200);

— printf_ P (PSTR("ok.\n\r"));
Send_smslc .......................
// give hint
printf P(PSTR("hit tab twice for a list of
commands\n\r")) ;
// terminal init
btn terminal init(stdout, "[send-sms]$") ;
bt cmds init(stack);
)
:::::,‘é::patenu i;é_;’}w .m S e eececereensns ot eeenseeseeerescesiiieeesessesransasesdBitostereeseesese sflieioaserseverssess P isesseecevons
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Interfacing to Handheld Devices — BT Stack L2CAP Initialization

commr int main (void) {

RFCOMM
L2CAP

HCI - btstack // Start L2CAP

l2cap stack = bt l2cap init(stack, 8, 8,
BT L2CAP _HCI_PACKET TYPE);

l2cap cmds init(l2cap_stack, 1, BT _L2CAP_MIN MTU,
BT L2CAP_MTU DEFAULT) ;

Send_smslc .......................

NCCR MICS
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Interfacing to Handheld Devices — BT Stack RFCOMM Init

commr int main (void) {
Q_ rRrcomm
L2CAP |
| HCI - btstack I // Start RFCOMM
rfcomm stack = bt rfcomm init(l2cap_ stack,
BT RFCOMM DEF MFS, 4, 5);
rfcomm cmds init();
Send_smslc .......................
| }
National Compoterce A= 1NIA
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Interfacing to Handheld Devices — BT Stack Terminal Init

———

1P int main (void) { :

RFCOMM |
L2CAP |
HCI - btstack | : // Start RFCOMM
rfcomm stack = bt rfcomm init(l2cap_ stack,
BT RFCOMM DEF MFS, 4, 5);
rfcomm cmds_init();
send"-"sms.c.é ....................... bt cmds register cmds();

btn cmds register cmds() ;
nut_cmds_register_cmds() ;

l2cap cmds_ register cmds() ;
rfcomm cmds register cmds();
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Interfacing to Handheld Devices — The Send SMS Application

1P int main (void) {

—— —

RFCOMM |
L2CAP |
HO - bistack | // Start RFCOMM
rfcomm stack = bt rfcomm init(l2cap_stack,
BT RFCOMM DEF MFS, 4 5);
rfcomm cmds init();
'semjsmsc ....................... g bt cmds register cmds() ;
.......................................... | btn cmds register cmds () ;
§ nut_cmds_register cmds() ;
§ l2cap cmds_register cmds() ;
§ rfcomm cmds register cmds() ;
% btn terminal register cmd("sendsms", send sms) ;
§ // terminal mode
§ btn terminal run (BTN TERMINAL NOFORK, O0);
% return O;
)
Y A S ¥ AN A A A A A
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Interfacing to Handheld Devices — Send SMS Routine Details

S évoid send sms (char* arg) {
I é
RFCOMM |
— | | // the message
HCI - btstack I
: char* message = NutHeapAllocClear (161);
strcpy (message, '"Greetings from the BTnode.");
RFCOMM session
to the cell phone
| //connect
ésa“}5m5£§ _______________________ E printf ("connecting to ["ADDR FMT"] DR (BTaddr)) ;
g § bt rfcomm start session(BTaddr, 0, 0)

NutSleep (1000) ;

bt rfcomm connect(channel, con_cb, rcv_cb, line cb,
credit cb, 10, NULL

NutSleep (1000) ;

RFCOMM channel setup:
Callbacks necessary for the

o connection, reception, line
} status and RFCOMM credit

NCCR MICS
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Interfacing to Handheld Devices — Send SMS Routine Cont.

AT { )
Commands . void send sms (char* arg) {

RFCOMM |
1

L2CAP |

HCI - btstack I

//general AT Commands
bt rfcomm send(2*channel, "at&f\r", 5);
NutSleep (2000) ;
bt rfcomm send(2*channel, "at+cgmilr", 8);
NutSleep (1000) ;
.......................................... | bt _rfcomm_send (2*channel, "at+cgmm\r", 8);
.......................................... é NutSleep (1000) ;
: bt rfcomm send(2*channel, "at+cgsn\r", 8);

NutSleep (1000) ;

A lot of string operations
and text mangling...

//send sms

send sms pdu mode (number, message

//disconnect

bt rfcomm disconnect (2*channel) ;
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Interfacing to Handheld Devices — Configuration

e T —
Commands
| :
RFCOMM | i // configure this!
L2CAP : // bt-address of the phone (reverse order!)
HCI - btstack :
: bt _addr t BTaddr = {0xld, 0x34, 0x05, 0x13, 0x18, 0x00};
g// destination number to which sms is sent to
char number[17] = "+41774325509";
§S@M$$ﬂ$£ ....................... // destination channel number

......................................... u_Char Channel — 2;

void send sms (char* arg) {

int main (void) {
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Congratulations!

NCCR MICS .m
National Competence
Center In Research FONDS RATIOMAL S0 38
» : SCHWEIZERISCHER MATIONALFONDS
Mobile Information and Fom it RADOMALL SVIZZERD 79

Communication Systems  Siss MATIONAL SCENCE FOUNDATIGN




Further Reading

M. Dyer, J. Beutel and L. Thiele: S-XTC: A Signal-Strength Based Topology Control Algorithm for
Sensor Networks. Proc. 2nd Second International Workshop on Ad Hoc, Sensor and P2P Networks
(AHSP 2007), pages to appear, March 2007.

M. Dyer, J. Beutel, L. Thiele, T. Kalt, P. Oehen, K. Martin and P. Blum: Deployment Support Network -
A Toolkit for the Development of WSNs. Proc. 4th European Conference on Wireless Sensor
Networks (EWSN 2007), Lecture Notes in Computer Science Vol. 4373, Springer, Berlin, pages 195-
211, January, 2007.

J. Beutel: Fast-prototyping Using the BThode Platform. Proc. Design, Automation and Test in Europe
(DATE 2006), ACM Press, New York, pages 977-982, March 2006.

L. Negri, J. Beutel and M. Dyer: The Power Consumption of Bluetooth Scatternets. Proc. IEEE
Consumer Communications and Networking Conference (CCNC 2006), pages 519-523, January 2006.

J. Beutel: Robust Topology Formation using BTnodes. Computer Communications, Elsevier B.V.,
Amsterdam, The Netherlands, Pages 1523-1530, Volume 28, Issue 13, August 2005.

J. Beutel, M. Dyer, L. Meier, and L. Thiele: Scalable Topology Control for Deployment-Support
Networks. Proc. 4th Int'| Conf. Information Processing in Sensor Networks (IPSN '05), pages 359-363,
April 2005.

J. Beutel, M. Dyer, M. Hinz, L. Meier, M. Ringwald: Next-Generation Prototyping of Sensor
Networks. Proc. 2nd ACM Conf. Embedded Networked Sensor Systems (SenSys 2004), ACM Press,
New York, 291-292, November, 2004.

J. Beutel, O. Kasten, F. Mattern, K. Rémer, F. Siegemund and L. Thiele: Prototyping Wireless Sensor
Networks with BTnodes. Proc. 1st European Workshop on Wireless Sensor Networks (EWSN 2004),
Springer LNCS, vol. 2920, Berlin, pages 323-338, January 2004.

NCCR MICS .m
National Competence
Center In Research ~ FonOS namouAL suissa
s . SCHWEIZERISCHER MATIONAS LFONDS
Mobile Information and FONIRO RADIOMALL SVIZEERO 80
Communica tion Systems  Swiss MATIONAL SOEMCE FOUNDATION




BTnode Online Resources

BTnodes - A Distributed Environment for Prototyping Ad

Main :: Overview

Qverview

= Features

= BTnode Products
= History and Team
= Links

Latest New:
[2005-11-18]:
[2005-10-29]:
[2005-06-07]:

Welcome to the BTnode Platform

Documentation

= Installation

= Tutorials

= BTnut Software

= Hardware
Reference

TinyOS on BTnodes
Tips and Tricks

Overview

The BTnode is an autonomous wireless communication and computing platfor
microcontroller, It serves as a demonstration platform for research in mobile
and distributed sensor netwaorks. The BThode has been jointly developed at
Engineering and Networks Laboratory (TIK) & and the Research Group for Di¢
BTnode is primarily used in two major research projects: NCCR MICS & and S

Projects

= Jaws

= Sensor Network
Museum

Development

= sourceforge.net
= CVS

= BTnut Build Status
wiki

= Search

= WikiSandbox

= Recent Changes

The low-power radio is the same as used on the Berkeley Mica2 Motes, makil
Mote and the old BTnode. Both radios can be operated simultaneously or be
when not in use, considerably reducing the idle power consumption of the de

[Edit Menu]

BTnode rev3 features at a glance

Microcontroller: Atmel ATmega 128L (8 MHz @ 8 MIPS)

Memaories: 64+180 Kbyte RAM, 128 Kbyte FLASH ROM, 4 Kbyte EEPROM
Bluetooth subsystem: Zeevo ZV4002, supporting AFH/SFH

Scatternets with max. 4 Piconets/7 Slaves, BT v1.2 compatible
Low-power radio: Chipcon CC1000 operating in ISM band 433-915 MHz
External Interfaces: ISP, UART, SPI, 12C, GPIO, ADC,Timer, 4 LEDs
Standard C Programming, TinyOS compatible

Download Product Brief (PDF) & [revz.22 2005-04-04]

BTnodes - A Distributed Environment for Prototyping Ad Hoc Networks

Main :: Purchase

Yiew Edit Print

Overview Purchasing
s Features
= BTnode Products The BTnode products are available for purchase through a contract manufacturer:
= Support = Art of Technology &, Zurich, Switzerland
= History and Team s Sales Contact Fax +41-44-445 28 35
u Links = Email btnode®@art-of-technology.ch &

= Order form [txt] &

Documentation

= Installation
= Tutorials BTnode rev3
= BTnut API Tt
= Hardware Fricing;:

RafS o = USD 215/EUR165/CHF255 for samples
« TinyOS on BTnodes = larger quantities upon request
= Tips and Tricks Download Product Brief (PDF) & [revz.22 2005-04-04]
Projects
= Jaws - Deployment .

r | r

Suppart (DSN) BTnode rev3 Developer Kit
= Sensor Network Contents:

Museum = 2BTnode revs
= NCCR-MICS WG2 = 1 usbprog rev2

= 1 Atmel ATAVRISP programmer
Development = 1 serial cable
» sourceforge.net wa UeBeshle
s CVS
1 BTnode CDROM
= BTnut Build Status S ra oo
Pricing:

wiki = EURSO0/CHF750
= Search

= WikiSandbox

= REGSE Chinges BTnode usbprog rev2

Pricing:
= upon request

http://www.btnode.ethz.ch
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